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Detecting vulnerabilities in an application
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x =0 Architectural map [jenkins]

@ Computer.connect

@ ComputerStateTest.connect

@ FilePathVF.open! '@ FileVF.open' 1 @ FileVF.open

@ FilePathVF.open

@ GNUCLibrary.open

@ JnlpJar.connect

@ PingAgentProtocol.connect, ' @ ProxyConfiguration.open
:..Regi'stryKey.'open @ RegistryKe @ emoteCopier.op'en
@ URLCheck.open! '@ URLCheck.open! ! @ URLCheck.open

@ UpdateCenterConfiguration.connect ! @ VirtualFile.open
@ VirtualFile.open @ VirtualFileMinimallmplementation.open

@ _Anonymous(VirtualFile).open

@ _Anonymous(VirtualFile).open

@ _Anonymous(VirtualFile).open
@ _Anonymous(VirtualFile).open




Now, let’s try with two versions!
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commonsCollectionsl := MooseModel root at:
commonsCollections2 := MooseModel root at:

diffModels := SEDiffBetweenTwoModels new.

diffModels baseModel: commonsCollectionsl
Qmman sCollections2.

targetModel:

J

< Variable + Value
(© self a SEDiffBetweenTwoModels
» (© diffModel a FXDiff
» (€ removedEntities Group|(35 FamixJavaEntity)
» (€ addedEntities Group(211 FamixJavaEntity)
» (€ vulnerableEntities nil
» (€ removedEntitiesTagged  Group(35 FamixRemovalChange)
» (€ removedEntitiesTaggedAss nil
» (€ entitiesTagged nil
» ©res nil
» (€ addedEntitiesTagged Group(211 FamixAddChange)




x =[]
o

e}

e
Follow  Fresze Highlight Bus: Default

Architectural map [ diff add]

w

CHES-
Export Settings Inspect Propagate  Help

‘. AbstractSerializableSetDecorator l' @ AbstractSerializableSetDecorator - Serializable @ LeafFinder W
@ BoundedFifoBuffer -= Serializable b Class -~ Serializable @ FixedSizeMap -= Serializable

@ FixedSizeSortedMap -> Serializable @ Flaﬂuap > Serializable ® LazyMap -> Serializable

Trardum\edpraicahe !

@ TransformedPredicate -> Serializable @ UnboundedFifoBuffer-> Serializable @ UnmodifiableBag -> Serializable

® TiedMapEntry > Serializable @ TranstormedMap - Serializable |

® UnmedifiableBuffer -> Serializable @ UnmodifiableMap -> Serializable @ UnmaodifiableOrderedMap -> Serializable
@ UnmodifiableSortedBag -= Serializable @ 'IJnmndiFnblaSonEdMap -= Serializable

o teslSemlneDesenahzeTthompare == Serializable @ lzslSmali:eDeseﬁalimmenCompare-> Serializable

12



13



And we have also detected Association changes :-)
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@ AbstractSerializableCollectionDecorator - Serializable
@ AbstractSerializableListDecorator -> Serializable @ AbstractSerializableSetDecorater -= Serlalizable
@ BoundedFifoBuffer-= Serializable @ Class -= Serializable @ FixedSizeMap -= Serializable

@ FixedSizeSortedMap -> Serializable @ Flat3Map -> Serializable] @ LazyMap -> Serializable

@ ListOrderedMap -> Serializable @ MapBackedSet -> Serializable ® MultiKeyMap -> Serializable
@ PredicatedMap -= Serializable @ ReferenceldentityMap = Serializable

@ ReferenceMap -= Serializable @ SingletonMap -= Serializable @ SingletonValues -= Serializable
@ SynchronizedCollection = Serializable @ TiedMapEntry -= Serializable

@ TransformedMap -= Serializable @ TransformedPredicate -» Serializable

@ UnboundedFifoBuffer -» Serializable @ UnmodifiableBag -> Serializable

@ UnmodifiableBuffer -= Serializable @ UnmaodifiableMap -= Serializable

@ UnmodifiableOrderedMap = Seralizable @ UnmodifiableSortedBag -= Serializable

® UnmedifiableSortedMap -» Serializable @ UnmodifiableSortedSet -> Serializable

@ testSerializeDeserializeCheckComparator -= Serializable

@ testSerializeDeserializeThenCompare -> Serializable

@ testSerializeDeserialize ThenCompare -= Serializable

15



x =0 Architectural map [ diff remove] v

O e o0 ¢ D™, B % o -

Follow Freeze  Highlight Bus: Default Expart  Settings  Inspect Propagate  Help

© Hashtable -> Serializable
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® Noop.|
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@ Noop -> Serializable

@ StringTolnteger -> Serializable
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