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Who I am? 

Santiago :)



A                    story on                         
Blockchain technology 



Much has been told about 
blockchain but, really: 
What is blockchain? 



BITCOIN 

• Be millionaire in a 
week

• Super fast 
transactions! 

• Escape those tedious 
and uncomfortable 
taxes!

• Washing money like 
going to the laundry 
shop!



No, this is not a 
CryptoCurrency talk.
(you cannot leave, we already 

locked the door)



What is Blockchain?
• Distributed append only transaction log (database) 

• Immutable data  

• Verifiable record



How does it works?
• Democratisation and incentivization of the 

surveillance  

• Each participant of the network can verify the 
incoming transactions 

• To participate into the surveillance is rewarded



Distributed:  
High availability



Immutable & Verifiable: 
Trustable



Ok, so what? 



Blockchain is about 
“democratising” the Trust business



What is a “Trust 
business”?



How do you lend money to a 
friend?

You

Your apple

The people 
you trust 
the most 
(?????)

Your apple  
They did not left even de 

leave :(

Your friend



What can blockchain 
do for you in this case?



How could you lend money to 
a friend?

You

Your apple

Blockchain

Your apple (still fresh)

Your friend



Domains of application





Blockchain  
Basic structure

pablo (#234indp) 
guille (#114cabj) 

esteban (#24cabj)

accounts



Blockchain  
Basic structure

Transactions
#ID            from         to             $ 
#345..        pablo       guille        200
#425..        guille       pablo        220
#115..        esteban   pablo        100
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Smart contracts 
• A contract is a remote object 

• It reinforces rules 

• It means to automise the impact of it application 

• It allows to give different semantic to transactions



Example

A sale (specially obvious online) is a 
contract in between two parts. 
How do I sell an item online?



Example
Create an account in:

Publish your product
send your product

receive your money



Example

Create an account in:

Publish a contract for the sale
promote your item

receive your money
send the product



Ethereum 
• Blockchain based technology 

• Open source & public network 

• Smart contracts  

• State stored in a blockchain  

• Byte-code executed in the turing complete EVM 

• Many development languages (solidity, serpent, etc) 



Smart contracts 
• A contract is a remote program



Smart contracts 
• Reinforce rules



Fog DEMO 
https://github.com/smartshackle/Fog



What are the 
Challenges on Fog?



Ethereum
• Highly immature documentation 

• Language definition still mutating 

• Deployed contracts are pieces of byte code with no 
reference to original “class” 

• Contracts have only a very low-level API for data 
access and method invocation  

• Contract inspection can help developer & companies
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Fog
• Connection to GETH 

• SmaCC solidity parser 

• Type marshalling 

• Object reification 

• Pluggable remote mirror for contracts  

• Contracts Proxy generator 

• Keccak crypto algorithm implementation (32 bits only so far) 

• Clear API

 34



Fog includes a  
Contract Inspector 

[SmartInspect, IWBOSE/SANER 2018]

• Deployed Smart Contracts are opaque  

• Debugging contracts is very tedious and time-
consuming. 

• Contract inspection can help developer & 
companies

 35



Fog includes a  
Contract Inspector 

[SmartInspect, IWBOSE/SANER 2018]
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SmartInspect
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Once we started having 
contracts, we find new 

needs



Need

It is my application using my 
ethereum account as I 
expect?

Where is the contract of the 
pen I sold last week?



Solution (?)

Lets navigate the 
blockchain!



Ethereum

• Hash Access Memory (HAM) 

• Massive data  

• Data opaqueness 

• Lowlevel API for access to the important content
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HAM 
Hash access memory  
(or god save the hash)

Objects are only accessed by hash 

• Secondary database mixed with remote hashes 

• redundant contract related data 

• security exploit point



Massive data 
Looking for a hash in a blockchain (or a needle in a 

haystack)

• Blockchain is always-growing-db 

• Ethereum has 856k transactions per day  

• Older information get overwhelmed in time



Data opaqueness 
 

• Semantic abstract data structure 

• the smart contracts storage is related with 
arbitrary hashes on the code structure 

• no meta-data is stored within the smart contract



 DEMO

[EQL, ICSE2018]
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 Challenges
• UQLL is SmaCC interpreted SQL like language for querying Ethereum 

• UQLL indexes have two flavours 

• Memory 

• Index 

• UQLL allows the creation of arbitrary indexes 

• UQLL allows the querying of existing contracts 

• UQLL allows the creation of arbitrary environments 

• UQLL allows the creation of views over data



UQLL 
UQLL Runtime

UQLL Namespace

Fog Schema (ethereum)

Collections

Indexes

Cache

Blocks Tx Contract etc

Timestamp => Block Hash etc

Previously fetched objects

UQLL Parser

UQLL 
Interpreter

UQLL Stream

The language implementation 



UQLL Parser

SELECT
FROM  
                             
WHERE

LIMIT

tx.timestamp, tx.to, tx.amount

ethereum.transactions AS tx 

tx.timestamp 
BETWEEN date(‘2016-01-01) AND now() 
AND tx.from = #{my-application-hash} 

100; 

Query

selection

tim
estam

p]

to]am
ount]

source
ethereum

[
tx =>

tx [

tx [

tx [

transactions]

filter
AND

tim
estam

p]
tx [

BETW
EEN

01/01/2016

now()

=

from
]

tx [

#{m
y-application-hash}

Lim
it

100

Parsing



Interpretation 
(stream compile)Query

selection

tim
estam

p]

to]am
ount]

source
ethereum

[
tx =>

tx [

tx [

tx [

transactions]

filter
AND

tim
estam

p]
tx [

BETW
EEN

01/01/2016

now()

=

from
]

tx [

#{m
y-application-hash}

Lim
it

100

Limit: 100 Extract: #(from to amount)

Where: 
And(
  Between(extract:timestamp, 
                 ’01/01/2016’, 
                  ’05/06/2018’), 
  Equals(extract:from, 
               #{my-application-hash})
)

UQLL Collection

Index Stream

Fog Tx
Access

Fog 
Cache

Fog 
RPC

General Index
indexes

UQLL Namespace

Fog Schema (ethereum)

Collections

Indexes

Cache

Blocks Tx Contract etc

Timestamp => Block Hash etc

Previously fetched objects

UQLL Interpreter



Stream 
(ready to use :) )

Limit: 100 Extract: #(from to amount)

Where: 
And(
  Between(extract:timestamp, 
                 ’01/01/2016’, 
                  ’05/06/2018’), 
  Equals(extract:from, 
               #{my-application-hash})
)

UQLL Collection

Index Stream

Fog Tx
Access

Fog 
Cache

Fog 
RPC

General Index
indexes



• CREATE SCHEME 

• CREATE INDEX 

• CREAT COLLECTION 

• SELECT FROM WHERE 

• ORDER BY 

• LIMIT

Available clauses so far



So, now that we have now a 
nice known query language we 

need a nice way to visualise
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 Enma’s Anvil Analyser

• Visualise transactions, blocks and contracts as 
tables  

• Interact by clicking and scripting with the tracked 
values

an anvil for hammering the chain 



 DEMO



Fog Future
• Documentation 

• Implement a canonical example system 

• Add more tests and benchmarks on top of large 
database of contracts 

• Keep up with the sintaxis changes in solidity 

• Reverse engineer the data in transactions
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Ukulele Future
• Real implementation of order by  

• Group by, Aggregation functions 

• Joins 

• Migrating the indexation process to map/reduce (Matteo 
Marra) 

• Permanent-Indexation 

• Adding new Schemes: Hyperledger fabric, mongoDB, 
RDBMS
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Enma Future

• Stabilise and formalise the underlying architecture 

• Implement a simple DSL (or nice pharo API) for 
plotting blockchain data 

• Allow scripting to plots and plots to scripts for 
automating reports
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Vision future

• Integrate other related projects 

• Moose model 

• Metrics extensions -                                            
Work done with UNICA. 
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